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1 Introduction 
 

Organizations today are literally borderless and really virtual. These are times where lack of data 

integrity, breach of information and confidentiality and data leakages can make or break organizations. 

Companies are not only hurt financially on account of this but also take severe beating in their brand 

image and investor confidence. The changes in technology – while enabling higher productivity and 

increased efficiencies – are also being fast out-paced by greater exposure and dangers from the hackers 

and their methods. Top on the priority list of every IT leader, is the need to ensure that the networks, 

applications, infrastructure and processes are secure and safe. Further, the need for compliance to 

regulatory provisions is mandatory and increased audit oversight on information assurance brings 

information security and data protection to the core of any organization’s growth plans. 

2 Business Value of Independent Testing 
 

Primary drivers in any testing engagement are Visibility and 

Deep-dive analysis to the specific problem area. An 

Independent testing team provides this value in an extremely 

effective and efficient manner. Leveraging independent testing 

firms, clients have the confidence and comfort that their 

information assurance goals are being implemented by 

impartial and objective experts using the right mix of tools, 

standards and processes. Having the expertise of implementing 

such frameworks across multiple client engagements, 

Independent testing firms enable cross-pollination of best-fit 

practices and benchmarking of processes and metrics.  

The rigor of a clearly defined and implemented process and 

guidelines is at the core of ensuring that the enterprise goals of Information Assurance are realized. 

3 Objective of S3T 
 

To provide assurance to organization that data Confidentiality and Integrity are maintained by testing 

the IT controls – at pre-defined life cycle stages or periodicity based on client needs. 

This objective is realized through the following dimensions: 

 Independent 3rd party view – focus on objective, un-biased and formal view. 

 Unified & Aligned enterprise-wide Information Assurance process integrating into the application 

development life cycle; aligning the information security objectives/compliance standards to the 

overall business objectives. 
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 Line of evidence – document test artifacts and reports. 

 Provide transparency and visibility – frequent reporting and close monitoring of execution 

progress. 

 Creation of re-usable artifacts and a robust knowledge management process. 

 Optimizing the investments in infrastructure and resources – leveraging the automation tools, 

jump start kits for faster time to market. Implementing an offshore based delivery to optimize the 

total cost of ownership (TCO). 

 Year on year improvements in key metrics – through continuous improvement and delivery 

excellence initiatives. 

4 Guideposts of S3T 
 

The central tenets of the S3T framework include: 

• Authentication – establishing identity – building on you know, you have 

and you are factors – an important and critical aspect of the security 

assurance. 

• Authorization – assign permission and defining levels of access and 

privileges based on organization specific needs. 

• Auditing – keeping track of events to ensure non-repudiation. Primarily 

ensures that the authentication and authorization checks and controls 

are effective. 

• Confidentiality – data is protected from unauthorized access – ensuring 

privacy – both forms of data that is stored in systems and data that is in 

transmission. 

• Integrity – content not tampered (unauthorized alteration, modification 

or deletion) – either in transit or in stored systems. 

• Availability – remains available and accessible for authorized users. 

Mitigate Denial of Service attacks.  

 

 

 

 

Authentication, 
Authorization, Auditing, 

Confidentiality, Integrity & 
Availability 
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5 The ‘Shop Floor’ Factory Concept 

 

The S3T model is implemented as an integral part of the application/system development life cycle. The 

S3T implements a toll gate process where the team tests the various compliance and security policies as 

provided in the mandate. 

Traditionally, there could be three work streams that could feed into the S3T shop floor: 

a) Newly Developed Applications – all new applications that are ready for deployment after 

completing the system and integration testing – will go through the S3T shop floor for the 

specific compliance testing. 

b) Major and Minor releases – the frequent upgrades/patches are checked for compliance prior to 

deployment. 

c) BAU Applications – all the existing/in-scope applications could be on a periodic basis scanned 

and tested for compliance parameters. Some clients have used the Gold, Silver and Bronze 

classification of applications and have different periodicities for compliance testing. 

The Security Testing Framework and Process are depicted in the pictures below that enable detailed 

step-by-step activities towards implementation of the S3T objectives. 
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6 A Shared Services Model 
 

Clients have reaped multiple benefits in a shared services model for implementing specific service lines. 

Typical benefits of a ‘factory-like’ shared services model include: Optimized Costs – both from efficient 

utilization of tools and creating an ‘on-demand’ resourcing model that is implemented in a core vs. 

flexible team context.  
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Time to Market (read Time to Value) – usage of right tools, leveraging different time zones for test life 

cycles, implementation of re-use to enhance faster time to market are some of the key drivers in a 

shared services model. 

 

Consistent Quality – the primary advantage of the shared services model stems from the fact that the 

processes (entry and exit criteria) and project level metrics are standardized that enables enhanced rigor 

and focus on continuous improvement initiatives. 

Scalable Model – the shared services model is built on the premise to ensure that the team can be 

ramped up and down based on the bandwidth needed for executing the service requests. A robust 

knowledge management and training process ensures such rapid scaling up and down of resources. 

Specialization and creation of accelerator kits, related to tools, processes and client specific assets is a 

key lever for scalability. 

Program Governance 

The figure below indicates the key aspects of Program Governance that is performed at two levels: 

1)Overall Program level and  

2) Project level. 

Respective stakeholders from client and Indium are involved in this to enable a friction-less 

implementation of the desired objectives. 
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Indium offers this comprehensive S3T framework with the following accelerators: 

 Jump Start Kit – with process, checklist, expertise and experience 

 Life Cycle Integration approach and recommendations 

 Flexibility of leveraging commercial (HP Mercury, IBM Rational et al) and Open Source tools 

 Focus on re-use and year on year productivity improvements 

 Training of business analysts and developers 
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At Indium Software, we’ve been entrenched in the world of software testing since 1999. 
We’ve built a team of 450+ software and test professionals in our offices in Chennai, 
Bengaluru, New Jersey, Sunnyvale, London and Kuala Lumpur.

The core of Indium’s objective to servicing our global customers can be 
explained with this simple line: “We’re small enough to care, large enough to deliver.” We 
are a preferred testing vendor for enterprise and ISV customers ranging from Fortune 100 
to 5000 companies and small to medium enterprises.

Till daTill date, we’ve served over 250 clients in the U.S., and Rest of the World.




