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o Validated hardcoded sensitive credentials /
data, keys, comments, and hidden functions.
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Business Impact

e QA approach underlined with OWASP Top 10 and SANS 25/CWE Security Standards to ensure
complete coverage of scenarios.

e Defined processes led to extensive coverage, inclusive QA methods like false positive analysis,
binary analysis etc.

e Potential vertical privilege escalation methods were covered preventing recreation of malicious
versions.

e |dentified critical vulnerabilities and informed the development/product team of the security risks
and corrective measures. The reported defects are fixed and closed with zero loopholes.

e The app reveals stable revenue over three quarters from the QA and zero reviews on the store
regarding security issues.

e Reproduced and provided detailed reports of the defects with aspects of affected URLs,
Screenshots and Logs, and remediation methods provided by SME at Indium.







